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Abstract A grdup bhnd srgnature requ1re ithat ' a group member
‘ sigds on gronp s'behalf 2 dodiment without “kniowing'its* ‘content! In'this? “©
Dl paper we/propose an efficient ‘arid provably’secure! groupblind' signas 510
2wl sturerscheme. Our: schieme s “an "extensiontof:Camenisch : and, Mishels's:f =l
.. group signature:scheme; [2}; that .adds; the.blindness property.  The, pros« i /1
‘posed group blind .signature scheme is, more. efficient, and secure than . .. ..
Lysyanskaya—Ramzan scheme [12].
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; A gror,rp srgnature a,llow any member of a group to srgn on behalf of
the group Group smgatures are pubhcly verrﬁable buft anonymous in that no
one, wrph the exceptlon of a. deslgna,ted group. manager, can establish, the 1den-
tity of a signer. Furthermore, group 31gnatures are unhpkable Whrch rnakes
it compuhatlonally hard to establish. whether or. not multrple 81gnatures are
produced by the same groqp memb“r AL’ the. ,same tlme Do one, mcludmg
the group manager, can. rmsattrlbute a, vahd group 31gnature A group sig-
nature scheme could for 1nstanQG be used m many specrahzed apphcatrons
such a8 voting an blddlng Also a group srgnature cheme could be used by
an ‘employee of a large company to sign docurnents on behalf of the o.mpany
A further apphcatlon of a group mgnature schemes is electronlc cash‘as was

for shops to find out which bank fsdued a'Coini that is obtained fidm'a cus-

toner, The central bank plays the vole of the’ group ma,nager and a’ll other

banks issuing coins aregrotp memberso 1 00 sie ol yd
rusGrovp sighbtures weres first mtroduced”by Chaum and ~van Heijst [8] in

1991. A number of improvements-and énhantements. followed: [ ] {11}, [16],
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[18,19]. However, in the schemes presented in [5], [8,9], [13-16] the length
of signatures and the size of the group’s public key depend on the size of
the group and thus these schemes are not suitable for large groups. The first
group signature suitable for large groups is that of Camenisch and Stadler [4],
where both the length of the group public key and the group signatures are
independent of the group’s size. The Camenisch-Stadler scheme was improved
by Camenisch and Michels in [2], which undoubtedly represents the state of
the art in the field.

In this paper we propose a group blind signature shceme which combines
the notions of group signatures and blind signatures [3], [6,7], [10]. It is an
extension of Camenisch and Michels’s group signature scheme [2] that adds
the blindness property and is more efficient and secure than Lysyanskaya-
Ramzan scheme [12]. Our scheme is as secure and efficient as the basic group
signature scheme proposed by Camenisch and Michels.

2. The Group blind Signature Scheme

Our group blind dignature scheme is an extension of Camenisch-Michels
group signature scheme that adds the blindness property. Therefore, the
proposed group blind signature scheme inherit almost all of the merits of
the Camenisch-Michels scheme [2]. Participants are group members, a group
manager, a revocation manager and several users. Our group blind signature
scheme allows the members of a group to sign messages on behalf of the group
such that the following properties hold:

1. Blindness of signatures: The signers (a group member) signs on group’s
behalf a message without knowing its content. Moreover the signer
should have no recollection of having signed a particular document even
though he can verify that he did indeed sign it.

2. Unforgeability: Only group members are able to sign messages on behalf
of the group.

3. Anonimity: Given a signature, identifying the actual signer is compyta-
tionally hard for everyone but the revocation manager.

4. Unlinkability: Deciding whether two different signatures were computed
by the same group member 1s computationally hard.

5. Traceability: The revocation manager can always establish the identity
of the member who issued a valid signature.

6. No framing: Even if the group manager, the revocaation manager and
some of the group members collude, they cannot sign on behalf on non-
involved group members.
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7. Unforgeability of tracing verification: The revocation manager cannot
accuse a signer of having originated a given signature.

Definition 1. A group blind signature scheme is a digital signature
shceme comprised of the following algorithms:

1. Setup: An interactive protocol between the group manager, the group
members and the revocation manager. The public output is the group’s
public key Y. The private outputs are the individual secret keys zg for
the each group member, the secret key xps for the group manager and
the secret key xp for the revocation manager.

2. Sign: An interactive protocol between the group member Alice and an
external user, which on input message m from the user, the Alice’s secret
key zc and the group’s public key Y outputs a signature o.

8. Verify: An algorithm that on input a message m, a signature ¢ and
the group’s public key Y returns 1 if and only if o was generated by any
group member using the protocol Sign on input zg, m and Y.

4. Tracing: A tracing algorithm that on input a signature o, a message
m, the revocation manager’s secret key xr and the group’s public key Y
returns the identity ID of the group member who issued the signature o
together with an argument arg of this fact.

5. Vertracing: A tracing verification algorithm that on input a signature
o, a message m, the group’s public key Y, the identity ID of a group
member and an argument arg outputs 1 if and only if arg was generated
by tracing with respect to m, o, Y and zg.

Definition 2. The efficiency of a group blind signature scheme is typi-
cally based on the size of the group public key Y, the length of signature and the
efficiency of the algorithms Sign, Verify, Setup, Tracing and Vertracing.

The security of our grup blind signature scheme is based on the strong
RSA assumption [2]. Let n = pg be an RSA-like modulus and let G be a cyclic
subgroup of Z, of order l;. Let k, Iy, I3 < l; and € > 1 be security parameters,
and [ =¢e(ly + k) + 1.

Assumption 1 (Strong RSA Assumption). There erists a proba-
bilistic polynominal time algorithm K which on input 1% outputs a pair (n, 2)
such that for all probabilistic polynominal-time algorithms A the probability
that A can find u and e € {21 — 2!, ... |21 + 21} satisfying z = u® (mod n) is
negligible.

3. Signatures of Knowledge

In this section we present some well studied techniques for proving
knowledge of discrete logarithms. A signature of knowledge is a construct that
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iniquely corresponds toa-given messageim thaticannaot:be iobtained: without
the help of a party that.knows. a:secret 'such:thatas the discrete logarithm of
a.given y € G to the base g(G, =< g >).. A proof of knowledge is a way; for one
person to convince another person thaf he knows seme fact without actually
revealing that fact. A signature of knowledge is used, boty: for the purpose of
signing a message and profing knowledge,of a secret..Signatures. of knowledge
were used- by Camenisch and Michels. [2] and- their.-construction is: based on
the Schnorr signature scheme [17] -to prove knowledge. . .. o

Definition 3. Lete > 1.be a security parameter. <4 pair (c; 5) € {0 1}Fx
{=2ath i 28GR satisfying o= H (g|ly||g°yS||m) is-a signature.of a mes-
sagem € {0;1}* with respect to-y and,Ki'&:denqted,-SBK{(a) sy =y H(m).

A signature (c,8) = SPK{(a) : y=9y*}m) of & message m € {0,1}*
can be cornputéd as follows: An entity knowing the secret key 2. € {0,1}% such
that y= g%, ehooses T ER {0 l}s(lg“”‘“ and computes 4= g iC = (g]]y]lt]]m)
s=r—cx{ Lere s :

“The;next: deﬁmtlon Show the equahty of two dlserete logarl‘rhms

v “Definition 4y Let s> Libeia secumtfy parameter. 4 pair(c; s).€ {0, 1}*x
{2tk i 95 UetRY satisfying ci=-H(gllhly [12ll459%lysh?|Im) s a sig-
nature of a message m € {0,1}* cwith: rrespect to yl and y2 and s, denoted
SPK{( ) Y1 = YA Yo hq}(m) (T R sritoV |

A dignatute'SPK (¢)s) ='{(a ) DY =‘y9'f/\' ya'= h*}(m) of a message
m'e{0,1}* can be computed as follows. An entity knowing the secret key
z € {0,1}!s such that y; = g% and ys =A%, chooses 7 63‘{0;1}?(1'9*") and
computes ity =gty bty =-h"pe= H{g||h|ys||lyal|tslita]lm), ss=m=cmiail

““Pefinition 5. 'Lete >1 be a security pammeter A tuple. (cl, €581, 32) €
{o, 1}k><{0 1 esc{2lotk; | oslat) e fioloth - 1 92UetR) ) satisfying ¢ ®
3 = H gl hhyailysliys ¢ [y lim) is a signature of a message m € {0, 1}"
with respect.toyy andys and-is denoted SPK{(c, 8).: y1 =y9 Agyz = hP}(m).

0 This definition shows the knowledge of one out of two.discrete loga-
rithms. If the signer knows the secret key z € {0,1}% such'that 7 = ¢7,
then 'be’ can ‘compute this signature as' follows. The signer chooses 'r; €g
{0, 1}ete k), 3y e 0,1} tR) | ¢y Ep {0,1}F and computes #y ='g™ 5 =
hr2yg? ; ei'="c5 ® H(g||Mly1|ly2llt1]tta||m), s1'= ri = 1z, 52 = ro. The next
block is 'based on’ a'proof that the secret the prover knows lies ina glven
interval. '

Definition 6. Lete > 1bea secumty parameter A pair (c s) € {0, 1}’“
{2tk 0s(+k)} satisfying ¢ = H(gl|yl|lg® —e2't y°llm) is a szgnature of
a: message: m-€ {0, 1} with, nespect to y. and is denoted SPK{ =
gEA (2l1 —-0s(lz+k)+1, << ol 4 26(l2+k)+1)}( ) TN A,
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"Fhis signatureican be Computecfas follows. Tfthe s;gner kniows an intéger
z € {2“ 211 + 212} such that y = ¢*, he chooses r € {0, 13elotk) and
computes’ t= H(glu|ltllm)y s =7 ceke =2) 00 o v

The securlty propertles and proofs of these bulldmg blocks follow from [ ]

4.'0ur Group Bhnd Slgnature Scheme o

We propose a realization,of a group blind Signéfure scheme. the security
of which is based on the strong RSA assumption [2].

4 1 Setup L \ RS r-,‘ SR s .j": [ itée v,":!‘:,'”’v..f‘

The setup procedure of our scheme (as in [2]) is as follow’ THe growp
manager chooses a group G =<-4 > and two,random elements z,h € G with
the same order 2% such that the strong RSA assumption hold. He publishes
2,9, h, G and l; and proves that g, and z have the same order which is non-
prime, of the order 2! and non- smooth The group manager must further
prove that z and h where chosen at'random. The revocation manager chooses
his secret key x randomly in { Oy 219 - 1} and, pubhshes Y = 9" -as his
public key. Let be a collision re51stant hash functlon H {0 l} — {Q, 1}* and
security parameters [,l;,l2 and . A p0531b1e ch01ce of G = =<g > 1s a-subgroup
of Z* such that (g|n) = 1. As i in [1], to become a group member Alice chooses
a random prime é €g {Ql 1°% 21—1} and e €g {2‘1 .., + 20— 1} such
that é, e Z 1 (mod 8) and é: $ e (mod 8). Alice-computes € := eé and 7 := 2%,
commits to € and Z, sends €, z and their cqmmitments to the group manager
and carries out the interactive protocol correpsondmg to SPK { (o, B) : 2° =
FENE =P A2 - 25(l2+k)+1) <o <(2h - 2R+ 1(3) with the group
manager. The group manager computes u := 5% and sends /' to" Alice, who
checks that z = u® holds. The group manager. stores (u, €, 2) together with
Alice’s identity and her commitments to & and Z in a group member list.
Finally, Alice stores the pair (u,e) as her membershlp key "

4.2 Slogn ainwollol ad;

In this subsection we present our signature protocoll'g"ivsl'ﬁ'i"clh is 'Blind,
unlike [2]. First, we define a'group blind signature and then we show how a
group member can generate such a ggroup blind signature.

Definition 7. Lete, Iy, I3 be security parameters such thate > 1, la <

l, —2
L <lgandly < = —Fk holds. A group blind signature sign(ze(g,h;y,2), m)
of o message m E {0,1}* is a tuple (c, sy,8py85;a,b/d)»e {071}k x { -
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2lz+k7 . ’25(12+k)} x { _ 219+ll+k’ . ’26(lg+ll+k)} % { _ 2lg+k, e 26(lg+k)} %

G3 satisfying

c = H(glIbllyllzllalblldllzb =" fy=2]|a® =" /g*2||a%g™ |d°g" = A% Im).
The protocol for obtaining a blind Camenich-Michels group signature is

as follows. When responding to a sign request, the signer (the group member

Alice) does the following:
1. Chooses an integer w €g {0,1}"2 and computes

a=g“ b=uy”, d=g°h”.
2. Chooses 7, €g {0,1}15) 7y ep {0, 1}l th+k) 73 cp {0, 1} tR)
and computes

Bo= 5y
Eg = CLF1 / gf2
ts3 = g

n g R,

3. Sends (a, b, d, 1,2, 3,%4) to the user.
In turn, the user doses the following:
1. Chooses v1,72,72, § €r {0, 1}5(19““) and computes

t, = t~1b71"52[1z6/y72
ty = toaM —52h 28 / g
t3 = 2?3&59'73
ts = ﬂ;al‘sg7l —62h h73.
2. Computes
¢ = H(gl[hllyllz[|alb]|d][t: |[t2]|t2][t2||m)
¢ = c¢—0.

3. Sends ¢ to signer.
The signer does the following:
1. Computes

5 = 71— &le—2h)
.§2 = T‘~2 — cew
§3 = fg — Cw.

2. Sends (31, 89, §3) to the user.
The user does the following:
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1. Computes
s1 = S1+m
s2. = S2t+m
s§3 = S3+73.

2. The resulting signature of a message m is (c, s1, s2, 52, a, b, d).
The typle (c, s1, s2, $3,a,b,d) is a Camenisch-Michels group signature
of a message m and the above protocol is a group blind signature scheme.

4.3 Verifying Signatures, Tracing and Verifying Tracing

The resulting singature (c, s1, 32, 83, a, b, d) of a message m can be veri-
fied as follows:
1. Compute

¢ = H(gliRllyll=lal bl d]|2°6"~2" Jy2ja® %" /g%2|aq™||d°g™ ~** A2 |im ).

2. Accept the signature if only if ¢ = ¢/ and s € { —22+% ,25(la+k) L
spe{ - lothitk ’2s(lg+llfk)}’ sse{ - otk ’2s(lg+k)}'

Given a signature (c, s1, 82, $3,a,b,d) of a message m, the revocation
manager can find out which one of the group members issued this signature by
checking its correctness. He aborts if the cignature is not correct. Otherwise,
hte computes u' = b/a®, issues a dignature

P:=SPK{(a) :y= 0" Ab/u =a®} (V||o]|m).

and reveals arg := u/|| P. He then looks up v’ in the group member list and will
fond the corresponding u, the group members’s identity and his commitment
to € and Z.

Checking whether the revocation manager correctly revealed the orig-
inator of a signature o = (c, s1, $2, 83, a,b,d) of a message m can simply be
done by verifying ¢ and arg.

5. Security and Efficiency of Qur Scheme

Our group blind signature scheme is as secure and efficient as Camenisch-
Michels’s group signature scheme [2], but more secure and efficient than
Lysyanskaya-Ramzan’s group blind signature scheme [12]. The proposed sche-
. me is more secure and efficient than Lysyanskaya-Ramzan’s scheme because
the basic scheme Cameinsch-Michels [2] is more secure and efficient than the
basic scheme Camenisch-Stadler [4]. We show only the correctness and the
blidness of the signature. The others security properties of the proposed group
blind signature scheme are like in [2].
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Theorem 1. (Correctness) If the user follows theblindisigning pro-
tocol and accepts, then the tuple (¢, s1, 52, $3, @, b, d) is a correct group signature
on m. B ’

Proof. The group 31gnature (c 515 52,53,@ b,d) is a correct group sig-
nature on m if the equahty 61

= H (gliAllylillafofiaflsssrs 2 a2 g flacq ldgh ~ 2" s fm)
is venﬁed If it cantbe: assumed that H ( )isg colhsmn resistant, then this is

equlvalent to proving that #; = zcbs1 —c2' 1/ys2 t2 = asl"cz 1/g” t3 =a gS3
=d°g 751 Czlh53 ‘We'have: '

cb51 Ut 1/yrs'2"" 0 C+5b31+71 “(E+6)2t 1/y82+"/2 s £ b71~32’1 é/y’rz —t

gs1—c2h /g = &Pt (C+6)2’1/ St — f,m =62 =ty
acgss“:’::ﬁ.._‘ c+5go3+73 = zga g’)'s =ty S [8lmite s AT

dc s1—c2t 1h53 — dc+5 51+’Y}—(C+§>2 1hS3+’)‘3 _ t d5 ')11 5211 — tA. .D

Theorem 2 (Bhndness) .[f the user follows the prot@col then even a
signer with un;zmzted computmg power gets no mformatzon about m. and the
Group. szgnature (681,52, 83,0, b, o M 1T W Y . .

+Proof, To-prove that: the: protocol is: bhnd we show that for every
posqlble signer’s view there exists a unigue tuple of blind factors (dymy1yo2;¥3)-
Given any view consxstmg of rl,rg,ra, tl, tg,tg,t4, c, 31, 8a, .93 and any group
51gnature (c 81, 82, 83, a,b,d) ofa message 1, we consider § = ¢—¢, Y1 = 8151
o = 32 48y 73 2] 33 < 33 I’t is easy to verify thae the followmg equatrons
HoH: | : i quory @di o mirdbuoge
tlb'“ 52 1 6/ " br1+'71 52‘1 6/yr2+'yz _ zch1 c2 l/ySz = fuie 5 0

taaﬂ@?i/gﬁ P /gfeﬂa._,:,as_a 2 gt sty o

7L3a g’Ya — grs+83—53‘ac,—‘c _‘1«.: gs,gw LTNg v 91D

£4d6 71—52[1 :grl-i-’yl 5211 dé;{ya 73 _ dc 31 c211h83

Sryding

Therefore, the above Drotocol is bhnd and our group sxgnature si bhnd
HIp order ¢ prove “the efﬁc’iency of ot~ group blifid’ s1gnature scheme
a better Hioice fOr G 'is’the”set of quadratlc res1dues modulo n denoted by
Qn and to ektend the certlﬁcate‘ structure in’ [1] AVES E IEHDRIR S ESIIEN,

Saldiila

Gl .';,In thlSvpaper wes pmposade group blmd SIgnaﬁure s;cheme that is seoure‘
and efficient and it is an extension of Céthenisch-Michels’s ‘group signatuze’
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séheme [2]: Quigroup’blind signature scheme is more'efficient and secure-than
Lysyarskaya-Ramzan’s group blind signature scheme {12}: Also; the proposed
scheme is as efficient and secure as the basic group 51gnature scheme proposed
bysCamenischicand. Michels: o nmue qoon oo O 2ol 0 st @ bt d

=016 .og
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